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Overview:

In order to log into your SAP Concur account, it requires a dual factor authentication. You will need to
download the Microsoft Authenticator application and install it on your mobile phone.

This guide provides step-by-step instructions for Apple, Android and non-installable/non-mobile devices.

Please note once the application is installed on Apple and Android, it will turn on the App Lock feature
by default to better protect the application. To turn it off, go to the app settings.

L For Apple Users
1. On your mobile phone, open the “App Store.”
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2. Inthe App Store, select “Search”, in the search field enter “Microsoft Authenticator” and
select search.
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3. Click on Microsoft Authenticator and click on “Get.” You may need to confirm installing the
App. It installs on your phone.
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4. Locate Authenticator App on your phone and Open.
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Microsoft respects your privacy

We collect required diagnostic data to keep the
app secure and updated. This does not include

any personal data.

Microsoft Privacy Statement

5. Review Microsoft Private Statement and select “Accept.”

6. Review the next screen and decide if you want to “Allow share the App data” by swiping
right, if not leave as is. Select “Continue.”
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Help us improve Microsoft Authenticator

By allowing us to collect additional non-personal
data, you can help us improve the app.
You can turn this on or off at any time in the
Settings page

Help improve the app by sharing your app
usage data
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Help us improve Microsoft Authenticator

By allowing us to collect additional non-personal
data, you can help us improve the app.
You can turn this on or off at any time in the
Settings page

Help improve the app by sharing your app
usage data
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To Allow — Swipe right

Continue

Continue

Microsoft Privacy Statement

Microsoft Privacy Statement
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7. Select Skip.

Skip

=

A

Secure Your
Digital Life

= Sign in with Microsoft

When you are signed in with
Microsoft, all stored
passwords, addresses, and
other autofill info will be
available on this device.

. Add work or
i
school account

8. You will need to go into the web browser to setup in SAP Concur. Now open SAP Concur
(https://www.concursolutions.com/), enter your CPCS email address and click on “Next.”
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Need help signing in

SAP Concur
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9. Enter your password and click on “Next.”
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MNeed help signing in

Learn about SAP Concur for your business

SAP Concur

10. Set up Two-factor Authentication screen appears.
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Set Up Two-factor Authentication

iion to continue sign-in. Use
Microsoft Authenticator or Google
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Can't scan the QR code?
Setup manuslly with 3 key

Authentication Code
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Need neip signing in

Leamn about SAP Concur for your business

SAP Concur
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11. Now with your mobile phone, open the Authenticator App, select the “+” symbol or “Add
Account.”

= Authenticator =F

iz
Ready to add your

first account?

Any Microsoft account or other type of
account you add will appear here.

| Add account

Already have a backup?
Restore your account.

[ 2 © )

Verified IDs

12. Select “Work or school account.”

14 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

... Personal account

[ .. Work or school account

Other (Google, Facebook, etc.)

@ When you are signed in with your personal account,
all stored passwords, addresses, and other autofill
info will be available on this device.
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13. Select “Scan QR Code.”

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account
I

[ || ! "
Work or school account >
[ B i
. Add work or school account
Signin

Scan QR code

Cancel

@ When you are signed in with your personal account,
all stored passwords, addresses, and other autofill
info will be available on this device.

14. If a screen appears asking “Authenticator” Would Like to Access the Camera”, select OK.
Scan the QR code shown on the SAP Concur screen as shown in step 10.

Scan QR code

Cant scan ha OR code?

A rertoscs Ceoe

Your account provider will display a
QR code

Or enter code manually
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15. Microsoft Authenticator will add SAP Concur with your CPCS email to your profile. A six digit
code appears. This will be the authentication code entered into SAP Concur. Note this code
is only valid for 30 seconds and will show a new six digit code every 30 seconds.

= Authenticator

SAP Concur
v@dpubliccounsel.net

747 204 &
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SAP Concur

Coneur- Al Rights Raserved

16. Going forward when logging in, you will need to open the Authenticator App and enter the
six digit code shown for SAP Concur.
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1. For Android Users

1. On your mobile phone, open the “Play Station.”
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2. InPlay Station, in the search field enter “Microsoft Authenticator” and select magnify glass.
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3. Click on Microsoft Authenticator and click on “Install.” You may need to enter your Play
Station password. The App installs on your phone.
< Microsoft authenticator Q
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In-app purchases
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Install
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4. Locate Authenticator App on your phone and Open.
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Authent...| Barclay.. Calcula... !
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5. Review Microsoft Private Statement and select “Accept.”
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Microsoft respects your privacy

We collect required diagnostic data to keep the
app secure and updated. This does not include

any personal data.

Microsoft Privacy Statement

6. Review the next screen and decide if you want to “Allow share the App data” by selecting
the check box, if not leave as is. Select “Continue.”

i
Help us improve Authenticator

o
Help us improve Authenticator
By allowing us to collect additional ]
non-personal data, you can help us
improve the app.
You can turn this on or off at any time
in the 'Settings' page.

By allowing us to collect additional |
non-personal data, you can help us
improve the app. |
You can turn this on or off at any time |
in the 'Settings' page.

g Help improve the app by sharing | : :
your app usaae data 1 Help imprave the app by sharing

vour app usage data

1

NOT Allow

To allow — Check Box
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7. Select Skip.

Skip

=

A

Secure Your
Digital Life

= Sign in with Microsoft

When you are signed in with
Microsoft, all stored
passwords, addresses, and
other autofill info will be
available on this device.

. Add work or
i
school account

8. You will need to go into the web browser to setup in SAP Concur. Now open SAP Concur
(https://www.concursolutions.com/), enter your CPCS email address and click on “Next.”
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9. Enter your password and click on “Next.”

v = ] X
*| Sign in to Concur | Concur Solu® X +

& C @ concursolutions.com/nui/signin/pwd o Q 2 w 0O o H

SAP Concur [€] @ English (US) v

< Sign In
b

@publiccounsel.net

Fassword

Forgat passwora

MNeed help signing in

Learn about SAP Concur for your business

SAP Concur

10. Set up Two-factor Authentication screen appears.

Sign in to Concur | Concur Solu: X+
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< SignIn

@publiccounsel.net
Set Up Two-factor Authentication

iion to continue sign-in. Use
Microsoft Authenticator or Google

)

Can't scan the QR code?
Setup manuslly with 3 key

Authentication Code

I
[ sen ]

Need neip signing in

Leamn about SAP Concur for your business

SAP Concur
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11. Now with your mobile phone, open the Authenticator App, select the “+” symbol or “Add
Account.”

= Authenticator u

Ready to add your
first account?

Any Microsoft account or other type of
account you add will appear here.

Already have a backup?
Restore your account.

] & © G

Authenticator Passwords Addresses Verified IDs

12. Select “Work or school account.”

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Nl
-

Personal account

[ =. Work or school account

Other (Google, Facebook, etc.)

@ When you are signed in with your personal account,
all stored passwords, addresses, and other autofill
info will be available on this device.
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13. Select “Scan a QR Code.”

Add work or school

account

8% Scan a QR code

@ Signin

CANCEL

14. If a screen appears asking “Allow Authenticator to take pictures and record video?”, select
either “While using the app” or “Only this time”. Scan the QR code shown on the SAP
Concur screen as shown in step 10.

Scan QR code

Can scan ha QR code?

A et Cooe

Your account provider will display a
QR code

Or enter code manually
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15. Microsoft Authenticator will add the SAP Concur with your CPCS email to your profile. Click
on the SAP Concur profile. The next screen will show a six digit code. This will be the
authentication code entered into SAP Concur. Note this code is only valid for 30 seconds and
will show a new six digit code every 30 seconds.

Authenticator

0 SAP Concur __
L — @publiccoun

i

“paT IR 1

One-time passwords enabled

G You can use the one-time password
codes generated by this app to verify
your sign-ins

One-time password code

(@
20 500
= ] X
] Signinto Concur | Concur Sl % + e
&« C & concursolutions.com/nui/signin/mfa?lang=en@correlationid=b464bd06fb9bB41ae9572a9916ech.. & Q =2 w O o H
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l < Sign In

@publiccounsel.net
Two-factor Authentication
Enter the authentication cade generated by the authenticator app

on your mobile device or browser.

Authentication Code

I
——

Unable to enter authenticstion code

Need help signing in

Learmn about SAP Concur for your business

SAP Concur

© Copyright 2023 - SAP Coneur - All Rights Reserved

16. Going forward when logging in, you will need to open the Authenticator App and
enter the six digit code shown for SAP Concur.
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1. For Non-Installable Device or Non-Mobile Device Users

1. On your CPCS computer, open Microsoft Edge.

Microsoft

Edge

2.

In address bar, enter: https://microsoftedge.microsoft.com/addons/detail/authenticator-
2faclient/ocglkepbibnalbgmbachknglpdipeoio.

3. Click on the “Get” Button.

s ® D
e @

B® Authenticator: 2FA Client - Micre X | =+

C
E’ https://microsoftedge.microsoft.com/addons/detail/authenticator-...

A P m %

B Microsoft | Edge Add-ons

=
All Microsoft ~ | ~,

Home / Productivity / Authenticator: 2FA Client

E |:l Authenticator: 2FA Client

s ‘ mymindstorm
Ls

* % % Kk % (54) | 1,000,000+ Users | Productivity

& Featured

4. A pop-up appears, review the question and click on “Add extension” button

Ef Add "Authenticator: 2FA Client” to Microsoft
Edge?

5. A message box appears confirming the installation is complete.

=E
[ ]

Authenticator: 2FA Client has been
added to Microsoft Edge

Use this extension by selecting this icon.

» Manage your extensions by clicking
Settings and more > Extensions.

6. Click on the “puzzle piece” icon located on the right side the address bar.

fﬁ] im] =. Authenticator: 2FA Client - Micr

2 <+
< G

B https://microsoftedge.microsoft.com/addons/detail/authentica...

=
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7. It opens the extensions installed in Microsoft Edge. Located “Authenticator: 2FA Client” and
click on the “unhide” icon to pin it to the toolbar.

Exi
Extensions l—

8¢ Authenticator 2FA Client ey

{B Manage extensions

COpen Microsoft Edge Add-ons

8. Authenticator: 2FA Client is pinned to the toolbar.

8 [ @O | B Authenticator: 2FA Client - Micre X | =
& @] % https://microsoftedge.microsoft.com/addons/detail/aut.. A Y & 3
9. Click on “+” icon to open a new tab
S ® [ | ¥ Autnenticator 2FA Client - Micre X I =
< G (B https://microsoftedge.microsoft.com/addons/detail/aut... A 7 2 {:% [D
B Microsoft | Edge Add-ons Menu v Al

10. In the address bar, enter the SAP Concur (https://www.concursolutions.com/) web address
and hit the “Enter” key on your keyboard.
11. Enter your CPCS email address and click on “Next.”

& ® @ | [c] SignintoConcur|ConcurSolut X | = @
& G O htps//www.concursolutions.com A B G|m S

SAP Concur @ English (US) v

Sign In

Usemane, verified email address, or SSO code

»@publiccounsel.nef

1) Remember me

Forgot usemame

Need help signing in

Senvice Status (North America)
Cookie Preferences © Copyright 2023 - SAP Concur - Al Rights.
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12. Enter your password and click on “Next.”

© O ] Signin to Concur| Concur Solut X | 4~
@) @A ursolutions.com/nui/signin/pwd 2 AN ¢y # & | 0 t= kX

SAP Concur @ English (US) v

< Sign In

. e@publiccounsel.net

Password

orgot password

Need help signing in

SAP Concur |C:

us (North America)
references © Copyright 2023 - SAP Concur - All Rights Reserved

13. Set up Two-factor Authentication screen appears.

D O c] Signin to Concur | Concur Solut X | ==

L]
2
& G O hwpsjusieonaursoltionscom/nuisignin/mial.. £ A 7 B & | 1 t= )

SAP Concur @ English (US) v

< Sign In

@publiccounsel.net

Set Up Two-factor Authentication

You must set up two-factor authentication to continue sign-in. Use
your authenticator app (such as Microsoft Authenticator or Google
Authenticator) to scan the QR code below.

Can't scan the QR code?
Set up manually with a key

Authentication Code

[

Need help signing in

Leam about SAP Concur for your business
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14. Click on the “Authenticator” icon.

z [ M | [c] signintoConcur|ConcurSolut X |

< C‘ = https://us2.concursolutions.com/nui/signin/mfa/... 2 AD i (4 {3

15. Click on the “Scan QR Code” icon.

@ [ | [c] Signinto Concur|Concur Soluti X | -

3  https;//us2.concursolutions.com/nui/signin/mfa/... 2 Ay 8

o Authenticator

No accounts to display. Add your first
account now. Leam more

2
<

SAP Concur

< Sig

@pu

SetUpT
You must ¢
your authe
Authentica
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16. With your mouse, click the top right corner of the QR code and move the mouse to the
bottom right corner of the QR code, click again. When successful, a message box appears
indicating it has been added. Click on the “OK” button.

(&) S s G | ComtiSelis _

«~ O (&  https//us2.concursolutions.com/nuifsignin/mfa/... 2 A {f [ o= @2

SAP Concur @ English (US) v

< Sign In

djee@publiccounsel.net

Set Up Two-factor Authentication
You must set up two-factor authentication to continue sign-in. Use
your authenticator app (such as Microseft Authenticator or Google
Authenticator) to scan the QR code below

o]
Can't scan thql e
Set up manually

Authentication Code

Need help signing in

Leam about SAP Concur for your business

us2.concursolutions.com says

@publiccounselnet has been addad,
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17. This will be the authentication code entered into SAP Concur. Note this code is only valid for
30 seconds and will show a new six digit code every 30 seconds.

& @ D | [ SionintoConcur] ConcurSolut x | =

. S @ https; g /enroli?lang & ykitbjQCRHJLnYbSPO46B8HIQWIBIQDgWS13Q6dtZ9ri6yzkvodt 3nfyelc22gm5Snq9v3498my2 wgBlcorrel. s A & ® QO

SAP Concur

SAP Concur

776767

e@publiccounselnet

< Sign In

@publiccounsel.net

Set Up Two-factor Authentication

You must set up two-factor authentication to continue sign-in. Use.
your authenticator app (such as Microsoft Authenticator or Google:
Authenticator) to scan the QR code below.

Can't scan the QR code?
Setup manually with a key

Io Authentication Code

Need help signing in

18. Going forward when logging in, you will need to open Concur and Authenticator in
Microsoft Edge and enter the six digit code shown for SAP Concur.

19. Note: If you click on the six digit code, it will copy and you can paste it into the
Authentication Code field in SAP Concur. If this is your first time, it will ask if you allow it to
copy, Select “Allow. “
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