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WiFi Instructions

By the end of September, 2015, we will have completed installation of WiFi at every Agency office.

We are installing secure WiFi, which means only a person with a CPCS username and password will be
able to access the network.

. Under no circumstances can you share your username and password to allow someone to access
WiFi

This WiFi is on the network, which means you can access normal internal systems (internal web site,
SPAM filters, etc.) on any device (work laptop, personal laptop, smart phone, tablet). Emails or files will
be received across WiFi and not cellular data, saving you data charges.

WiFi Network Name

When in the office, look for the WiFi network ZyXEL AD. This name will be the same in every office. Once
you login in at one office, you will be logged in to all offices.

Logging in

NOTE: When your Windows password changes, you will have to change your WiFi password to your new
password.

On iOS (iPhone/iPad)

Go to Settings > Wi-Fi
Select Zyxel AD

3. It will ask for your username and password. Input your normal Windows/PC username and
password. Select “accept” if you receive a Certificate message

On Android
1. Go to Settings > Wi-Fi

2. Select Zyxel AD

3. Under Phase 2 authentication drop-down, select MSCHAPV2
4. Under Identity input your username

5. Under Password input your password

Windows PC

1. Select Zyxel AD



2. Input your Windows username and password when prompted
Older laptop connection issues
For some older laptops, there can be problems logging on to WiFi, if you get the “Windows was

unable to connect to ZyXel AD” error, follow these instructions.

1. Left click on WiFi network bar. Right click on Zyxel AD and select connect.

Not connected

il Connections are available

Wireless Network Connection
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2. Wait for error message Windows was unable to connect to ZyXel AD, then right click on WiFi
network bar and select Open Network and Sharing Center.

Windows was unable to connect to ZyXEL AD

Troubleshoot problems

Tell me more about Internet connection problems

OpenOffice =

411 Troubleshoot problems
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> e E ol e J ﬁ7 | & N7 8/11/2015




3. Left click on Manage wireless networks.

|55 » Control Panel » All Control Panelltems » Network and Sharing Center | secrch Control Panet
Control Panel Home = 2 i 2 5 @
View your basic network information and set up connections
Manage wireless networks i 0 See full map
A 3 @
Ch dapter setti
sl SHUEY-LAPTOP Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected to any networks.
Change your networking settings
<iG Set up a new connection or network
- Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
s’s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
@@, Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
[ Troubleshoot problems
- ; Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Intel® PROSet/Wireless Tools
Internet Options
Windows Firewall

4. Right click on Zyxel AD and select properties.

("! [l » Control Panel » Network and Internet » Manage Wireless Networks l seorch Manage Wiretess Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add Remove Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (1)

ZyXEL AD Sec nterprise ype: Any supported Automatically connect

Properties
Remove network

Rename

Google
Chrome

& ZyXEL AD Profile name: ZyXEL AD Radio type: Any supported

Security type: WPA2-Enterprise Mode: Automatically connect
Mozilla
Firefox




5. Left click on security tab.

- o

.l » Control Panel » Network and Internet » Manage Wireless Networks - Search Manage Wireless Networks

24 sl deosinns. Dblical

ZyXEL AD Wireless Network Properties

Connection | Security

J Name:

ZyXEL AD
SSID: ZyXEL AD
Network type: Access point

i i Network availability: Me only

Connect automatically when this network is in range

[7] Connect to a more preferred network if available

[ Connect even if the network is not broadcasting its name (SSID)
[] Enable Intel connection settings

Configure. ..

Connection)

Elg Center @

Type: Any supported Automatically connect

Any supported
Automatically connect

A il wclectln Adival a

-
ZyXEL AD Wireless Network Properties

. Connection)
B

Connection | Security

Security type: [weaz. i -

Encryption type: [AEs v]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP)

=) [ settngs |

Remember my credentials for this connection each
time I'm logged on

[ng Center @

J Type: Any supported

Automatically connect

Any supported
Automatically connect




7. Uncheck Validate server certificate.

L 3 _ed T == -‘ IEM_ Search Manage Wireless Networks

onnection)

— Trusted Root Certification Authorities:

AddTrust External CA Root

Baltimore CyberTrust Root

Class 2 Primary CA

Class 3 Public Primary Certification Authority
COMODO RSA Certification Authority
cpcs-CPCS-BACKUP-CA

DigiCert Assured ID Root CA ~
< " | F

(] »

[7] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Sea:edpaswwd (EAP-MSCHAP v2) '] [ Configure... ]

[] Enforce Network Access Protection
isconnect if server does not present cryptobinding TLV
Enable Identity Privacy

8. Select OK.

Protected EAP Properties

When connecting:
[] validate server certificate

| Connect to these servers:

toot Certification Auth
Baltimore CyberTrust Root
Class 2 Primary CA

Class 3 Public Primary Certification Authority

COMODO RSA Certification Authority
cpcs-CPCS-BACKUP-CA

DigiCert Assured ID Root CA

< | 1 | 3

m>

"] Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:
[secured password (EaP-MsCHAP v2) ~] [ configure... |

Enable Fast Reconnect
["] Enforce Network Access Protection
[] Disconnect if server does not present cryptobinding TLV

[] Enable Identity Privacy
]
T T




9. Select ok.

-
ZyXEL AD Wireless Network Properties u

Connection | Security

Security type: [wPaz-£Enterprise ~|

Encryption type: [AES v]

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) ~| [ settings

Remember my credentials for this connection each
time I'm logged on

10. Close window.

| ] » Control Panel » Network and Internet » Manage Wireless Networks Search Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add Remove Adapter properties  Profiletypes  Network and Sharing Center @
Networks you can view, modify, and reorder (1) ~
H ZyXEL AD Security: WPA2-Enterprise Type Automatically connect
ZyXEL AD Profile name: ZyXEL AD Radio type: Any supported
Security type: WPA2-Enterprise Mode: Automatically connect




