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Cybersecurity = Our Collective Responsibility

If we gave our house keys to 
a STRANGER and they stole 
everything in our house, who 
would be responsible?



THE HUMAN FACTOR IS KEY

76% of people will use the same password for most, 
if not all, websites.

Same Password



Phishing Awareness

CPCS will perform tests 
& offer training bi-annually

Think Before You Click         à



Phishing Awareness Results

If you recognize a 
phishing scam …

Immediately report it 
to CPCS IT

Ø Date: March 2022
Ø
Ø 706 Individuals Received Email
Ø 81 Individuals Interacted
Ø 11.5% Interaction Rate

Results of Most Recent Simulated Attack on CPCS



Protect Your Computer
Employer Actions (CPCS) 

ü Centrally install security patches

ü Review antivirus software

ü Firewall protection

ü Spam and phishing protection

Personal Actions (YOU)

ü Windows/Mac Updates

ü Application (MS Office) Updates

ü Browser patches (Firefox, Chrome, 

Edge)

ü Antivirus

ü Browse reputable websites

ü Block pop-ups

Most important: control access to client confidential info



Email Employer Actions (CPCS)

E-Mail Filter

ü Prevents SPAM and protects against deceptive email
ü Scans for viruses and malware in attachments

ü Processes email in a secure cloud
ü Enables encryption of email on demand

Personal Actions (YOU)
ü Keep work and personal email separate
ü Never save or email confidential data
ü Encrypt transmitted sensitive information
ü Enable two-step login (many synonyms: MFA, etc.)
ü Keep passwords complex






